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defined by user and distributed in the digital space widely. It is convenient for the hidden of secret data. In this case,
covert communication with NFT images is a new branch of image steganography. Then, a steganographic method for
NFT images was proposed accordingly. Given a NFT image, the regions of its profile and the components with high
frequency were enhanced firstly to enrich the details which were beneficial to hide the modification trace of
steganography. In this way, the enhanced image was used as cover since it is more suitable for steganography. Then, the
tendency modification direction of each pixel was determined by the differences between the enhanced image and the
given image. The differences were also used to determine the cost value of modification amplitude. Thus, the
undetectability of steganography can be increased further. Secret data was embedded into the cover image using the
popular steganographic coding schemes. Experimental results showed that the proposed method had imporoved
undetectability on NFT images compared with existing digital steganographic schemes. Compared with HILL, MiPOD,
and DEFI, the proposed method can increase the detection error Pg of steganalysis by 8.7%, 9.2% and 6.2%,
respectively (the average value for the cases of different payload and steganalytic features). Therefore, the proposed
method is suitable for NFT images and it provides targeted steganographic method for the third kind of images, i.e.,
NFT images, except of natural images and generated images. For further study, the deep learning-based steganographic
method can be designed for NFT images using the strong fitting and learning ability of neural networks.

Keywords: Metaverse, NFT images, steganography, diversity

0 5|

KGR S B RS BB T G Ll
SEYLREHROEE « B2 A WARYE Fa B 12 ol ] i i
RS Soit 5 SR HUT AT S EME h  k
g RN, SrtEk —HWERIE L R, BIGE
RS AR BARE
FSR R B AR PR R R R
EAFARES Pl Hd, BREG N E S
TR AR, AR B EUE U2 T RE g s A
2,

i BT 5 o 2T R iOE A I T 2 R R S
M —ANEES . EFRBEAALT CNFT,
non-fungible token) &7 FH HH TR -EF 5T
FEROME— NS W AR, AT sEt, g
NET 1 [# (NFTCN) “F&P E, f 7 ar | ek,
A5 S RO NFT 7 ZARVER CH AT
FE1B). NFTCN P& LR EARVE Mok
NFT El% . NFT EUZH) A 2 BE R LSt 50 2
A, HIAEMTRE R A LRI, TSR A E
T . AL BIEFH NFT BGH#TIRE.

NFTCN ~F & S5HERE Tl TS S5 i 2%
ANFEL, ZEEASK ARG T TiAbEE, B
TEMENR S FAERRCAR B4 — 3. Bk, NFTCN
VEa AR REEE, FHLEITRRE N

ZIEE BN G, A RS T B RIE
K& B B %E NFTON PG, 15 FERIE
BGrb EW RIS S . Bbsh, NFT BRI 2+
PEORFR S IRAL 7RI NFT BB ST 2R
fEdh, B BATOIE, HABRZRZHE, £
PR AR o PR B T LB B8 i
R AR ATy “IE% 7, RIIEH NFT EHRH
WHEE SR, OV S BRI RRER O TR
R N TAORIEJEE], EAER NFT BUEA RS H
AR i AR R s BEARALL, AT ERALE T NFT R
ZREPE. B, £ NFT BHR _E#ETR S A ECRK
AT IR S R ME, 5 HATIEARA L NFT 1§
BRI E Tk,

AR T —FHT NFT BRI ETS
. BT EBIEEMTAMN TGRS REBK
TR, E SR NFT BG4S 10 S50 5 1 7>
BEAT I 9%, MEHE SR B EE SRS, K
5 Ja B R AE MRS A Bk R . 2 5 K 1 o
A IR F 1 0 5 B R A URCAS, DL o i
K& NS, i SR BB RN E N 1 80 1
(R TP A& 5T 1), 48 R B 5 2k AR e Bt
AT EAL, R RS B A 55 ER B SR DL A2
SE R BTRE T 1), B3E— P 5 THE B fas i .
fix Je A 32 9L R 55 4 o) A SR B0 IR 4R gt AT
fBERIRA.



20 - W2 55 (5 B 22 Al

E

AT TE I I 4 o A TR A e e e S AR
Yo SCHER61FIH] Gamma Z845nf 444 FE AT 1Y
o HZANE, ARSO I S IA G I R . BR
BRI GRAL, ASCEFE T 4% NFT BRI
PAL T LA 5 R 5 IR KR M ZE R NS %,
TR R A, B0 T NFT B& R
5 BTN . ASCI T B TTRRAN T .

1) $&HH 74 NFT BRI AR 5807 2.
AL PR e 5 10 G e R HEAT G 5, K TR
REMIBEHLE . Fb B AR S (1B ORI
R REMBENLE b, AT RS 2 T A
e A X B 5 2 OR I8 5 48 9 51 RS 1) BE B «

2) M TEX NFT BRI R T 25
s MBS FGE BN ER NSE, e Rk
BE AR IN 1 8% 1 I BTRE ST, 46 i
BN BERANE, B P& 7 NFT BEGRSE
HREAR e/

1 tHxIE
NFT B RR S Mk TAE ARG RE S HE
1GR3 5 M1

L1 ERRE

H Al B A0 e R e S HE A i ek
8 EBAETUE SUREAUH BB BN PE k Hok
TRIER S 2240, Hod ok JAR BN IR 515
R — MU DA BB O . 2 fE i B
RS g% STC (syndrome trellis coding) ™
8¢ SPC (steganographic polar code) PR SzH & /N
R BN . AFZ2EH THRFERERAR
KA %, WOW (wavelet obtained weights) '
W BB T 0] 5 1m) 5% 22 AT B B8 AR 3R IR %
FARMNMAE; UNIWARD (universal wavelet relative
distortion ) "Lk — £ /N T 1 35 ik 2 7 AR R 5)
DCT REAAL & I e A2 A 9 2k AT HILL
Chigh-pass, low-pass, and low pass) "SR %4
&L B AR SRS i HUAL s MiPOD (minimi-
zing the power of optimal detector) "HEHELIIR L
R sR i i A 4%, 8 I SR AR A A EAREOT
BRBGRNBEME, I RIESE R RN
WA I8 IR B 2 ) BeR BTH I B S 2R R AL
UT-GAN (U-Net ternary embedding with generat-

ive adversarial network) "] U-Net P! b5
WA RGO B RIS R .

AR FE N CFH RS R E KBTI .
SCHR[161E IS 22 IR N, MR R TR RE A ) 2 17
B ET7 0] s A B R 7] 42 207 7). Denemark
T[] — g 55 v 10 22 T MR AR il s Bk A1
1k JPEG K B 6 % . Chen 251 Vi o K JR 5 80EE,
FEDRRR BB AT KR (1) [R5 2% H 038 X 45 . Zhang
ST 1K AR R IO R B A B R ELOR
% R AR BB TR X AR IR R0 . Zhou 25120
K 22 M REAH T 10 2R Bk B8O T FROARAN B 22 70 5
REIVGEFRAE “FER”, B FUUR R T
B R A& 2 A R H R . SCTHR[21]
TR AEgh g igiE 2 H B, JHaE e R
fl M B O ). Li S0 22 BUR ki
Tiik, R EZYHBERHEESEEIR . FRER
BIRAL, AR EE B AR EUR IR B R B, g
HREBP TGP, REREZP, s
BRI . A SCRAR T NFT BRHR HB 0 2k
A BB AL T
1.2 EgRSSHR

T IR B S 7 H R B 8 27 >3 773
AT B AEENE, 25 NN TRHIERR S 23t
HERE RS 0.

N LRHERSS 73 b = ZE0E AU R 5 AR 51 2 1)
KRGt RtE AL, BRI R E, 2l
ROy KRBT . - BRI S X BRI B
U B R G R AR AL, 7 S R 2
KK SRS . H AT A V2 RS 2 IR iE s B
J7i%, W SPAM (subtractive pixel adjacency
matrix) 2’1, SRM (spatial rich model) **!, PSRM
(projections of spatial rich model) **1, maxSRMd2
(selection-channel-aware rich model) *” SCRMQ1
(spatial color rich model )1, TLBP( threshold local
binary pattern) P25, K ZHIRE S HHHHE N
UERFAE, BRI 2o DTSR
SRA AT T REAR, Hh 7 kEa8R
H Fisher ZPE5r K. %70 K28 M 4 23 [H]
DA — 5 AP K BE LA O T 4ERFIEEAT I 2R, Y
SRR 2 /N T e o SEBRRT I %73 2K
SRR R AR



38

Frihs: NFT BGRE + 21

TR 22 215 R 0 BAEAR KRR B b ek 1 B
B F T A . SCHER[34]FH 24 Il R 28 3R
MGk 2=, Bk ZE N CNN AT Il 4515 2
TLU-CNN. Li 5P B A [A] () o 308 O 4 0 31
I 3 AT ML, Bl aEEEREEA . SCHR[36]
PEH T — PR B Bk 22 ) 245 235 g okl 47 i R X 1
TH 2% DL S B 5 20 B X 4% I R R« SCHR[37]
% LA H OA MR B IINGHES BRI T
KA E RN G AT RS 3 fr . SCHR[38] FH IR
HEAHARSLIEE oM, 240557 LEIIS
—NERE ML, ISR E NS RE S,
AFEZYNHES .

ASCRH LR IR B S b 5 iER R R S
PUkrtE, FSMA RS T ZHATHE .

2 NFT BE{&EE5E

ACEEH T —Fh NFT RGBS ik, HAE
B 1 B, W —Egs e MR LG NFT BlE X,
e m S G B o AT R, LEE
EUG G R T4 55 B 5 A8 ORISR AT 34y, A
MR A EE X BEARS . ¥ X AE N
A4, T FHEIA IR A RO X, I &R 240 T
KA p,o 2GR p, AT, BRI X, 5
X AR R 2 008 X BRI 1 Bk 1 1 e &
T ), AR 22 R X, SR R s AR
DL A2 1 E (R it a & 7 1), 45 30 mldE— P4
B S HURIIER) R EARAINE p,o BJEHFIH EiRER
SImIGHEAE X, PR A EAS B m, 138 5%
B Xso NS AN ASCETHE TR 4 A E B
BTN,

RIS X et

RIS X~ Sk s
PYTLES KB Mp,
L S N TS

}
BB Bm
B ARSI
Figure 1  Architecture of the proposed method
2.1 EfkigsE
T R SO A A A T P S i E R
B, ARSCE e RELE NFT BE X, e

FRJRCHS > AT I 0, 3G SRS IR X EE AR
5, ¥ XAENRE HEAEE.

HRIE X, IR E iR 2 ~ MO,
0.000 1), PAEASEZHN NFT EMGIEHR MEIE. &2
Gy~ oy ERIOR ST RE I 2 AF T F & EUR 1 =ik
5y, 1SEIEIE X FIUERBRTE RGNS 50 5
15 o (o> O)HEHME RS N, o°)J5, UG IR AE (S
MLt (PSNR, peak signal to noise ratio) A

2 )]
J§%02+2y0=+J5%y2

UERHIEFE DLP . IR 7S 2~ N(0, 0.000 1))5,
Frf3 G X AT B X, BIUEE 5L A 40 dB,
BV MG AR TR R . DR AR I i v M e
(A A 5 P8 P 25 I A 0 5 7l P ) A e
M. BT NFT BUEAET AR EE, HARNH
FEFEE S R R EAREmIE R, A
PR VEAE NFT BUE TH A3 Ao vr.

Z Ja 5t EG X, A G50 B oy kAT 1 e, b
— P E AR T 5 S S SRR 4E 5
KH Sobel HTFIHEEIBBGRMENBEEE, Kbk
J7 T AR EOR I XA i %, BRIEE X 2B G, )
MEF I IBE A g(i, )N

80, /) =~/g,(i.))’ + £, /)’ @
Horbr, g (L, )5 g (i, )73 WIR7K- 5 38 H 7 I 1k
JEE, ARG ER@)HHESER, 6.5 G
W g, (1, )5 g G, j)XS LIRS R RS .

PSNR =101g

G, =X, ®F, 3)
G,=X,®F, “
HY R 5 F. 000008
-1 0 1
F =2 0 2 (5)
{101]
-1 2 -1
F,=[0 0 0 (6)
L 2 J

TR S SR M iR B ¥ O £1 HEE P T
S BONE RN GRE X, A EA X
HRE LT IR I G B AT o EAT BE ML IR 1
B, ARG R R X, HERSER



©22- W2 55 (5 B 22 Al

E

RIS GOS8 5 AR BE,  TAS 2 R AR 1)
NFT BE&. EUGES I 5EE5 bT B
Pk, LTI, DR NS 535 4 8 XU
KM E . R RS o MR E 2 g EE
DX 3 S ) 3 R B L 1, 486 i R O R R D 2
BEAA R TR & RS puka e, X2 m Tl
RS, HARRMEMBEYLER R, ERid
T2 A 68 5 b e w0 300 8 5 36 A% 2R G BRI
MR GEEIBENLE . FaS 8 T B
DAIX 43 B 55 15 e R 2 5 1 5 51 A e AL, B
148 5 A PR 100 2% 6 B TT A B S 43 AT HE LA ML
X 45 g i v f 100 A ASE AR
22 RINMEHET
A SCKE 3 58 5 I AR X=[x(1), x(2) e,
xd(m)] € {0, 1,---, 255} VE AR EHAK, RH STC
Ko 5 I A HE 22 AN B A4S B m=[m(1), m(2),---,
m(k)]" e {0, 13° . s/ M 2 20HE 4 89Ty
B, EEH 0 MERM X PR k HERE BB
Wi/NRE DA
D= Z[p*(i)p* )+ p (Dp ()] (7)
He, p"()5 p () 7 5lxt x ()T 1 5k
1 B . T p* ()5 p () MAHIAF x.()
AT 1 5901 s rm s, @) 5 XO)Fw.

e*lp* (@)

p ()= l4+e ¥ @D Lot ® ®)

e—ﬂp’(ﬁ

PO ©)

SR A I TAE O (A5 S5 T 7 2
NG E&E L w(10)FR.

X O )+ Dl )+

[I-p @) —p OIb[l-p ()—p ()]} =k

RITE S/ MR AL R R ER TR AU
RECK AR S G R T B, BRICHTZ
& T H G R A R, AR HILA R
GINEAFRIEBRIRMNE p,, LRt p HEATHAL
23 RNtk
2 (D), pr(2), Lo ()1 A, ASCHRYE X, 5 X,

(10)

BRI ZEF00E X SR F 0 1 B0 1 6 m 20
J7 1A, FEARYE 2 AR X, G R= B SR B
TR B B T ), A3 3 AT PR R
WA E p= [ o/ 0), p (2,
pr(n), p; (1), P, (2),, py(m) ]

HEK X, 5 X 851 ER AN,
5Q2),--3m]" s B 6G=xiyxo) o 1 4R FH Ot
Sigmod(-) BRI &L () %G FR 2= 7 U, tn=X(AD)Fs.

1
1+e*

Horb, 280 a> 0 HIT 097 R BB I AR AL
ARADH T RBE R ZE R BE R EE-0.58]0.5 2
(], 4 R B 5 B 22 R B Dy R B B 5 AR A
AR . 4R Sigmod() BRI EUEIR N 0~1, FK
T(0, 0.5)oxdFR. HFRFEEIE N 0 B, TR
REG SR RBGRRTE R, R ARE S
HRIME . K Sigmod()EREUE I 0.5, fHEIK
KT, 0)FLoxtFR, LA BB AN AT,
WHTLEARYT p, 7T E2K(12)~30(A5) AT TRAL -

Y(x)=

~0.5 (11)

p. @)= pa) " pi(i) (12)
p, ()= BO" - p (i) (13)
By =1-¥[|5@)|] (14)
£(i) = sign[6(7)] (15)

BIWIEEIRAE T xOWIN 1 S50 1 FAROME
py (D)5 p, () 3T p ()5 p, () H xed) >
Xo(i)s VN o (0) A xo()BEAT I 1 AU R KT
1 ABE, AT IE S 1 x ()T B xo(i). X2
P T 15 5 1 R X EL R GG R X, G A RS,
DRt 2 B 5 i P v T BB o BB AR R A R, B
FILE X, T MBS 2, 37 x(i) < xo(i), NI
TIPS oo (1) A8 xe()BEAT I 1 AS SRS KT I
1B, AR SUG I x ()T 5 xo(i). ULAMET
xe(i) = xo(i)s  WIAKHARME AT I EE
24 EEREA

/MU S EEAR A H T T e RN R T
R A /N E AR, STC MR 7@ FikFis
SR SEBRgm S 7. A5 BRI R = (16)
N o D(XG,Xo) 5 % BIG X AR T3k R
XY RRE, KREEETHRERE I E. /)
16 m [R5 Cm)H FHRYE X, P2 50l RS 1E



38

Frihs: NFT BGRE © 23

NEENS, BSFHINTE R B R DRHRATT %o
Emb(XC,m):arngCi?)D(XC,XS) (16)

B C & XmRAT)R, He {0,135 J9kE
iR STC ¥R (5 B A EL ML I LR K,
[T RERET:ED: £ =

C(m)={re{0,13"" | Hr =m) (17)

AT RS r 3 A = m, IS
(T Ty e TR A Ky T A BB . R
SEARBGE R B A, RS)FTR, R B R
X, T C WA IE H T B (R

Ext(X,) = HX, (18)

SRR B 3 5 AR O A B
% NFT EHR B, AR A R % TR
i, SO R P DL R B R
LY, IR AT SR B TR M
YR T I PR, 7 1 A R o - S
1T, TS AHT T RN G T NFT B
5 P2 S X, JUT BT B i X
MR A TR “IE# 7, REREW A,
TN R (7 NET B TR A0, SEA
RS £ A ORIE A o TR, KSR
BN NFT BB, X TR
Bt 7S LU R 5 IR A R 0 2 5 o %
%, WA E R R RN 1 SR 1 A
Ji, AR RS R . — RS
Bt (O R AL 77 3 (L AR SR P R
{5 26 (L9015 0 2% B R AL 1 10
FAMHEL A SCAE B 5% R R 1R % (10 7
0 S 1 25 . 356 o TS OB
IR 5 PR S A0S . R, ACCiR
FRA R 77 4 L R R NFT R B

3 SRR

KATE N BRI, 2 J5H0E T iESH
I, P THmSEE, ERRES i TEA
LW NIRPNIE R E e
3.1 XWIME

(D KBE

M T A S R AR NFT G, Bt
K B 5 380w FH I B AR R . SR

NFTCN “F&BREM 1 000 fEA R R e
NFT Efg CRZH0EH 400400, 4T 24
& 400x500. 400x533, LLK 400x560 55), 1EN
JRIEEUE Xos K 2.1 15 BTk 75347 3 0 5 15
FIXFRE) 1 000 MR A R R Xoo AT
5 RN B 5 3BT (R0 G35 Sy 3 58 s P 28 Ak ]
%, WA & NFTCN & B P B .

(2) B&'5 77k

T IREAIE A p, (FEE Ty HILL,
MiPOD, BA &tk ¥ v 38 5 AR vt i Be S 2%
K%L DFEI®Y, Frf i Nt f2 3R H STC 4
B (R 0L 0 N % P15 i HRON ) ) B N
0.1 bit/pixel. 0.2 bit/pixel. 0.3 bit/pixel. 0.4 bit/pixel.
0.5 bit/pixel, KA TEHE BIAT15 215 % EE X.
NFTCN “F & ERE GG R D, RIGERKE
(1) NFT B8, [RIHAR S 56 AR K 5 TR 22 2T (1)
UT-GAN %5 (85 757

(3) Fa5 Wik

FH 6556 B 5 UG W0 1k 14D B 55 40 B A1 R FH
SPAMP"| maxSRMd2P%, SCRMQ1PY, TLBPP?,
R R B 2R SRR 1E . BR A ik
Fa 543 M 792243 BB B 1 000 1% 38 55 1) 48 A P 1%
X, PR N (15 238 G X ISR . b, CERARRAE
EM—PERNGE, H—FERNRE.
S IMEREMITE bR NIARIRE 2 P, WER(19)FT7R

R :min(—PFA;PMDJ (19)

Hrf, Pp 5 P S00IDRMEESR CIEIER BE X H)
Wi E s EG X R SRR CHEEER X,
FIWTIEF EG X . P /NN S S
PERERRGS, BREPUSIIMEZE . @% 0 < P <05,
Pp=0.5 AARFENUEI, BIr2RE8 8 20X o IEH
BUGHHIE 5 A B EUSHFIE . A T THBRBENLIE, SE56
BT RR ZEE AR SR 10 DRI FEME .
32 B¥IEM

KADH S o H T R BUE IR 32 1 E
B, XM RIS T EEAEH, AT
WHIUE. BARSCHEHT 1 000 HEH 658 5 1%
G X, FHRAFBZEE B I ZF N 0.3 bit/pixel
15.0.5 bit/pixel I2&A4F T, AIF] o fH T R0 2
P 2 Fios.



cod- I 1515 5 A 2 A

E

0.42

e
040“\//9—\__%———6\

0381

@ 0361

0.34 ;/\/Q’e\e\\/\
0.32 H——0.3 bit/pixel
——0

.5 bit/pixel

0.3 n . . . L L
01 02 03 04 05 06 07 08 09 10
o

B2 AFE o B TR RE Py
Figure 2 Values of Py with different o

ZH o HUERE R FTRAT WA A P R e
K, RN B K i 2= PR B S oA i i o e
3 A HHRAZE 0.3 bit/pixel 5 0.5 bit/pixel 17
BUR, MHRIRZE PedSTE a = 0.5 BHAEIER, HPRR
SHSMME L. IS E o MEUEE N 0.5,
3.3 HRRSCLG

AR IFAE A e IMA I R B RS HE AR 1 56
il EAIN T AR SARM AT . NEIE
AR AR S BRI, ASCE SR HILL
£ 1 000 HREAEEIR X, Hik AE S, idy“HILL-0”;

ZJE KM HILL 7£ 1 000 M55 M8k Eg X,
MANER, 0~ “HILL-c”, BIMCRAAST 2 1)
BRI RN s B JE R AU LI HILL 72
1 000 HEEsRE A X, FIRAE S, 188 “HILL-p”,
B ) B SR FH AR S v v ) A 3 i S5 AR AL SR
%, =HIERSHHTHHE SPAM 5 maxSRMdA2 A&l
N EITRE S A 3 .

& 3 AT & 1 HILL-c 5 HILL-p 5 &% M [
Pe{E¥)E T HILL-0o H%, KZH1%H T HILL-p
J7 ZXF ) Pe B & T HILL-c 7%, BIZEIARES
J7¥% HILL B3EA b, ASOO7E aEdaig s 54K
iR I ReE— DA B S huRriiite . [KIAH
HoF BRI A BS HiRE R G NFT EIG ik
ME B, AR FHEERT 200 NFT BIfg. &
SCHERR B AREUES A B EG UM S 3 KAk
(HINFT Bl it 7 BRI S 7.

3.4 HUAMIMEXTEE

K TTEERI A S R T T BR S B A

. B4 58 5 R TAXHTESMARE T

0.5 0.5
[ HILL- T HILL-0
[___JHILL g [_HILL-c
04l B HILL-p o4l I HLL-p
03} 03+t
L ol
02} 02+t
0.1 0.1t
0 0 L. |
02 0.3 0.4 0.5 1 02 0.3 0.4 0.5
i A\ 2 /bit-pixel ! ik N\ 2R /bit-pixel™!
(a) SPAM (b) maxSRMd2
3 AR SRS SN A X L
Figure 3 Undetectability comparison of different embedding strategies against
0.50 .
! 045 ——HILLp
0.407 —v—HILL-0
045 ] —=—MiPOD-p
‘ 035} —6—MiPOD-o
i —e—DFEl-p
0.40 \ 0,304 DFEl-o0
a7 035) ol 0.25 5
—*—HILL-p 0.20
0.30 H ——HILL-0
—=—MiPOD-p 0.15 Y
0.25 | —&6—MiPOD-o
. D
—e—DFEIl-p 0.10
DFEI-o |
0207 ' 03 04 05 0031 02 0.3 04 05
ik A\ Z&/bit-pixel ! i A2 /bit-pixel™!
(a) SPAM (b) maxSRMd2

4 ASOTES ARG T REUGIITER 1

Figure 4 Undetectability comparison between proposed method and existing steganographic schemes against 1



38

Frihs: NFT BGRE © 25

ESHEAR oAl

7~ MiPOD-0 5 DFEI-0 %74 %% Fl MiPOD

5 DFEI #

MiPOD-p 5 DFEI-p W4y 53w KA &R
4k i) MiPOD 5 DFEI 7£ 1 000 i 3 5% J5 1) %%
EEB X P IRAE R

HE 4 5K SR, rEEN NAROTE
XL PeAEYIHA B T TR NFT BUE LA
HILL. MiPOD. DFEI [&'5. #lan, ALk
fBJE B HILL, XHRAZA 0.3 bit/pixel FITHHL,

£ SPAM 5

7 5.5%%5 11.1%; f£ TLBP 5 SCRMQI 4#1EF,

PEXFLG, PR BAREUE IR 1 B aligE 1 9.0%5 14.0%. % MiPOD 5 0.3 bit/pixel
B0, TAE 4 MR T 20038 E T 7.2% 9.1%.
13.7%, VALK 19.4%. 1% T4 %) 15 U ¥ i+ 1
K5 7% DFEL, #RAZA 0.3 bit/pixel FI1EHL
1E 4 NMEIE T 20l T 4.5%. 7.5%. 2.8%,

PAK 12.3%. Ub4h, AIE et &S
RN EIEASCHE A KRR IR RALR P
{ELBE B3R LR 50%R0L, -T2/,

Bk F%&, %F HILL. MiPOD. DFEI [&5
&, RXTER 5 Py H PR T 8.7%.
9.2%, PLI 6.2% (FTH R ANF 585 e
BCPIMED . RIEAS SO B T NFT B R

1000 i@ 745 B & X, ik AE B

maxWSRMdA2 RHE T P a5 H4E

0.40
0.35
2
A
0.30 L
—#—HILL-p 025 [[—*—HILL-p
0.25 —v—HILL-o —s—HILL-0
7 [|—=—MiPOD-p [ o20l—=MiPOD-p
020 ||~ MiPOD-o0 —&—MiPOD-o0 y
7 [|—©—DEFEL-p 0.15 —e—DFEI-p
DFEI-o DFEI-o
0.15 . 0.10 * *
0.1 02 0.3 0.5 0.1 0.2 0.3 0.4 0.5
ik N\ Z/bit pixel ! R Z/bit-pixel™!
(a) TLBP (b) SCRMQ1
K5 ASOrisSOUA S 77 STl ik t 2
Figure 5 Undetectability comparison between proposedmethod and existing steganographic schemes against 2
x1 REDZRENMLEHE (P
Table 1 Undetectability comparison between steganographic schemes using Pe
BN/ SPAM maxSRMd2
bitpixel ' HiLl-o HILL-p MiPOD-o MiPOD-p DFEl-o DFELp HILL-o HILL-p MiPOD-o MiPOD-p DFELo DFEL-p
0.1 04438 04806 04283 04745 04304 04756 03014 04088 03284 03719 02899 0.3942
0.2 04055 04510 03744 04322 03825 04213 02455 03495 02503 0.3140 0.1939 0.290 4
0.3 03618 04164 03292 04020 03182 03631 02043 03156 02001 0.2908 0.1365 0.2110
0.4 03374 03740 02908 03652 02699 03084 0.1825 0.2823  0.1652 0.2615 0.1038 0.160 6
0.5 03043  0.3509 0.246 6 03411 02148 02522 0.1606 0.2582 0.1369 02470 0.0796 0.1144
B/ TLBP SCRMQI
bitpixel ' HILL-o HILL-p MiPOD-o MiPOD-p DFEL-o DFElp HILL-o HILL-p MiPOD-o MiPOD-p DFEL-o DFELp
p p p p
0.1 0.4386  0.476 0 0.4133 04838 04016 04248 04056 0.4727 03821 04756 03802 0.4493
0.2 03754 0.446 5 0.3457 04487 03192 03391 03163 0.4394 0.2873 04465 02704 0.3885
0.3 03230 0.4133 0.284 1 04217 02542 0.2818 02576 0.3978 02188 04132 0.1912 0.3146
0.4 02833 0.3777 0.2343 0.3891 0.1984 0.2370 0.2145 0.360 6 0.166 0 03747 0.1434 0.2549
0.5 02509  0.3419 0.190 6 03519 0.1613 02067 0.1851 0.3258 0.1314 03428 0.1094 0.2028




£ 26 W 2% 5 {5 B

PUSIEAR TEE 7RG RE TR, RIAS
7 iEE T NFT El&.

4 ZEFRIE

EEXF NFT BME, A SR T S/ Mb it 2k EAE
BRERH T — BT IR S ik KRGS NFT
B =S D 250 B oy AT I 5, LA B B E
é%%%ﬁwomﬁﬁﬁfwmgﬁwﬁﬁ L1E

HHPRAME. 5. 7 =R S I
Mo Z JERIERETT GG RN ERN RS
REARM R BT A . SRIR 45 BRI AR
PR B i S A R AL SR R B BR PR TR S it
e o BH T NFT BEES, A SCH LIPS
WYL T HR AR A M T BB RS T %R,
RKFF NFT B HER WG, 77855 FH
PHEE W 2% 0 KA 5% S 6e ), W IR FE %
>JF) NFT B RS 77k

B3R

T EERGTRHRENSES N AL o (o > 0O
Wi s Nu, o*)J5 EUR I M 5 Ly

2
PSNR =101g N ;/;J—Z+\/ﬂy2
IEBA TR N, o) IR 5 1 R B i) N
1 7(,‘7@)2
S(x)= Ee o (20)

WA 5, BUERIE 771 % (MSE, mean squared
error) )N

(x /t)
MSE = [ (255x)" f (x)dx = %SI
(x—p)” '’ (21)
2550J (x— ,U) +2/1x ﬂ]e 2 de=1+1, -1,
N2 U
Hr,
2550 e (=) AL 25507 o, L
7= dx = e 2dg=
o ,Lo o? N27 ‘L’Cq a
22 7 . L 6t o L
]ig(wzm—Le%w:%%%Leﬁfﬂﬁ%z
(22)
2.255%p pr  H
LR
no

%4 8%
2.255 o o x—p
MO [ XM g
Vr o
225542 fx m_%j edr+2-255° 7 = (23)
2
2:255 HT 5955212
J2n
2,2
s Ce . 255247 [ f)dv =255 (24)
2no o©
iy,
2
MSE =1, + I, — I, = 255" +225%+ 255° 4 (25)
T
Fltk, EUER A S
2
PSNR_101g255
— (26)
Olg 5 2n 5
NEY e +2u0c +~N2nu
S 3k :

[1] WANG Z C,FENG G R,REN Y L, et al. Multichannel stegano-
graphy in digital images for multiple receivers[J]. IEEE Multimedia,
2021, 28(1): 65-73.

[2] WANG Z C, FENG G R, ZHANG X P. Repeatable data hiding:
towards the reusability of digital images[J]. [EEE Transactions on
Circuits and Systems for Video Technology, 2022, 32(1): 135-146.

[3] HU D H, WANG L, JIANG W J, et al. A novel image steganogra-
phy method via deep convolutional generative adversarial net-
works[J]. IEEE Access, 2018, 6: 38303-38314.

[4] XUMT,FENG G R,R,REN Y L, et al. On cloud storage optimi-
zation of blockchain with a clustering-based genetic algorithm[J].
IEEE Internet of Things Journal, 2020, 7(9): 8547-8558.

[5] Bigverse[EB].

[6] Fhi, SKkTHI, arReis, 55 ETEHEGLRSHENNNES
R[], HLE2R, 2017, 38(10): 166-174.

SUN X, ZHANG W M, YU N H, et al. Steganography based on
parameters' disturbance of spatial image transform[J]. Journal on
Communications, 2017, 38(10): 166-174.

[71 WANG Z C, FENG G R, QIAN Z X, et al. JPEG steganography
with content similarity evaluation[J]. IEEE Transactions on Cyber-
netics, 2022: 1-12.

[8] FILLER T, JUDAS J, FRIDRICH J. Minimizing additive distortion
in steganography using syndrome-trellis codes[J]. IEEE Transac-
tions on Information Forensics and Security, 2011, 6(3): 920-935.

[91 LIW X, ZHANG W M, LI L, et al. Designing near-optimal stega-
nographic codes in practice based on polar codes[J]. IEEE Transac-

tions on Communications, 2020, 68(7): 3948-3962.



38

F U4 NFT BBkaE

« 27 .

[10]

(1]

[12]

[13]

[14]

[15]

[16]

[17]

[18]

[19]

[20]

[21]

[22]

[23]

HOLUB V, FRIDRICH J. Designing steganographic distortion
using directional filters[C]//Proceedings of 2012 IEEE International
Workshop on Information Forensics and Security. 2012: 234-239.

HOLUB V, FRIDRICH J. Digital image steganography using uni-
versal distortion[C]//Proceedings of the First ACM Workshop on

Information Hiding and Multimedia Security-TH&MMSec'13. 2013:

59-68.

LI B, WANG M, HUANG J W, et al. A new cost function for spatial
image steganography[C]//Proceedings of 2014 IEEE International
Conference on Image Processing. 2014: 4206-4210.

SEDIGHI V, COGRANNE R, FRIDRICH J. Content-adaptive
steganography by minimizing statistical detectability[J]. IEEE
Transactions on Information Forensics and Security, 2016, 11(2):
221-234.

YANG J H, RUAN D Y, HUANG J W, et al. An embedding cost
learning framework using GAN[J]. IEEE Transactions on Informa-
tion Forensics and Security, 2020, 15: 839-851.

RONNEBERGER O, FISCHER P, BROX T. U-Net: convolutional
networks for biomedical image segmentation[C]//Proceedings of
International Conference on Medical Image Computing and Com-
puter- Assisted Intervention. 2015: 234-241.

TANG W X, LI B, TAN S Q, et al. CNN-based adversarial embed-
ding for image steganography[J]. IEEE Transactions on Informa-
tion Forensics and Security, 2019, 14(8): 2074-2087.

DENEMARK T, FRIDRICH J. Steganography with multiple JPEG
images of the same scene[J]. IEEE Transactions on Information
Forensics and Security, 2017, 12(10): 2308-2319.

CHEN K J, ZHANG W M, ZHOU H, et al. Defining cost functions
for adaptive steganography at the microscale[C]//Proceedings of
2016 IEEE International Workshop on Information Forensics and
Security. 2016: 1-6.

ZHANG W M, ZHANG Z, ZHANG L L, et al. Decomposing joint
distortion for adaptive steganography[J]. IEEE Transactions on
Circuits and Systems for Video Technology, 2017, 27(10):
2274-2280.

ZHOU W B, ZHANG W M, YU N H. A new rule for cost reas-
signment in adaptive steganography[J]. IEEE Transactions on In-
formation Forensics and Security, 2017, 12(11): 2654-2667.

WANG Z C, QIAN Z X, ZHANG X P, et al. On improving distor-
tion functions for JPEG steganography[J]. IEEE Access, 2018, 6:
74917-74930.

LI W X, CHEN K J, ZHANG W M, et al. JPEG steganography
with estimated side-information[J]. IEEE Transactions on Circuits
and Systems for Video Technology, 2020, 30(7): 2288-2294.

SHI L N, WANG Z C, QIAN Z X, et al. Distortion function for

steganography in texture synthesized images[M]//Recent Advances

in Intelligent Information Hiding and Multimedia Signal Processing.

[24]

[25]

[26]

[27]

[28]

[29]

[30]

[31]

[32]

[33]

[34]

[35]

[36]

[37]

[38]

Cham: Springer International Publishing, 2018: 313-320.

LI S, CHEN X, WANG Z C, et al. Data hiding in IRIS image for
privacy protection[J]. IETE Technical Review, 2018, 35: 34-41.

SHI L N, WANG Z C, QIAN Z X, et al. Distortion function for
emoji image steganography[J]. Computers, Materials & Continua,
2019, 59(3): 943-953.

WANG Z, FENG G, ZHANG X. Steganographic distortion function
for enhanced images[C]//Proceedings of the 19th International
Workshop on Digital-forensics and Watermarking (IWDW 2020).
2020: 31-40.

PEVNY T, BAS P, FRIDRICH J. Steganalysis by subtractive pixel
adjacency matrix[J]. IEEE Transactions on Information Forensics
and Security, 2010, 5(2): 215-224.

FRIDRICH J, KODOVSKY J. Rich models for steganalysis of
digital images[J]. IEEE Transactions on Information Forensics and
Security, 2012, 7(3): 868-882.

HOLUB V, FRIDRICH J. Random projections of residuals for
digital image steganalysis[J]. IEEE Transactions on Information
Forensics and Security, 2013, 8(12): 1996-2006.
DENEMARK T, SEDIGHI V, HOLUB V, et al. Selec-
tion-channel-aware rich model for Steganalysis of digital im-
ages[C]//Proceedings of 2014 IEEE International Workshop on In-
formation Forensics and Security. 2014: 48-53.

GOLJAN M, FRIDRICH J, COGRANNE R. Rich model for Stega-
nalysis of color images[C]//Proceedings of 2014 IEEE International
Workshop on Information Forensics and Security. 2014: 185-190.
LIB, LI Z P,ZHOU 8 J, et al. New steganalytic features for spatial
image steganography based on derivative filters and threshold LBP
operator[J]. IEEE Transactions on Information Forensics and Secu-
rity, 2018, 13(5): 1242-1257.

KODOVSKY J, FRIDRICH J, HOLUB V. Ensemble classifiers for
steganalysis of digital media[J]. IEEE Transactions on Information
Forensics and Security, 2012, 7(2): 432-444.

YE J, NIJ Q, YI'Y. Deep learning hierarchical representations for
image steganalysis[J]. IEEE Transactions on Information Forensics
and Security, 2017, 12(11): 2545-2557.

LI B, WEI W H, FERREIRA A, et al. ReST-net: diverse activation
modules and parallel subnets-based CNN for spatial image stega-
nalysis[J]. IEEE Signal Processing Letters, 2018, 25(5): 650-654.
BOROUMAND M, CHEN M, FRIDRICH J. Deep residual net-
work for steganalysis of digital images[J]. IEEE Transactions on
Information Forensics and Security, 2019, 14(5): 1181-1193.

YOU W K, ZHANG H, ZHAO X F. A Siamese CNN for image
steganalysis[J]. IEEE Transactions on Information Forensics and
Security, 2021, 16: 291-306.

YANG H W, HE H, ZHANG W Z, et al. FedSteg: a federated

transfer learning framework for secure image steganalysis[J]. [IEEE



©28 - W2 55 (5 B 22 Al E

Transactions on Network Science and Engineering, 2021, 8(2):
1084-1094.
[39] PEVNY T, FILLER T, BAS P. Using high-dimensional image

BEE (1976- ), B, ILTRHA,
W, bR, A, =
LRSI N 2 AR BGIE S 24 lRE
models to perform highly undetectable steganography[C]//Pro- VLTI 2
ceedings of the 12th International Conference on Information Hid-

ing. 2010: 161-177.

[ME& RN

EFU (1992—- ) , B, SHEFA,
L, BRI, AR ITRN
5. BRESotr. NTEEY S,

SES (1975— O , B, BEliTHSHT
A, L, Bl REHEgR. AR
Uifi, BT AN S AR R 2 4




